WESTERN WASHINGTON UNIVERSITY
ACCOUNTS PAYABLE AUDIT

AUDIT PROGRAM

A.
 Review Other Auditors’ Accounts Payable Audit Scopes & Findings:
	Audit Step
	Done By
	WP

	1. Contact the State Auditor’s office to gain an understanding of their audit scope regarding accounts payable during their fiscal 2008-09 accountability audit; determine whether to incorporate SAO’s audit results to IA’s audit steps.

2. Contact KPMG to gain an understanding of their audit scope regarding accounts payable during their fiscal 2008-09 financial statement audit; determine whether to incorporate KPMG’s audit results to IA’s audit steps. 


	
	


B.
 Regulatory Review:
	Audit Step
	Done By
	WP

	1.
Identify and review applicable federal and state laws related to accounts payable to identify the rules for processing payments.

2.
Identify and review the university’s policies and procedures for the accounts payable process and determine their adequacy.  Policies include university as well as accounting services desk procedures.

	
	


C.
Evaluate Business Efficiency

	Audit Step
	 Done By
	WP

	Review the university’s accounts payable processes for best practices, efficiencies and effectiveness.  Review should include, as a minimum:

a.   Interaction with the Purchasing processes, 

b.   Procedures for remitting payment to vendors (PCard, EFT, etc.) 

c.   Frequency of payments, 

d.   Number of small dollar checks, etc.  

	
	


D.
Accounts Payable Transaction Testing
	Audit Step
	Done By
	WP

	1.
Analysis of Accounts Payable Data, Focus on Irregular Transactions: 

Utilize ACL data analytics software to analyze all accounts payable data over an extended period with a focus on evaluating the validity of transactions while looking for possible fraudulent activity and/or duplicate payments.
2.
Transaction Testing:

Select a sample of invoices  from the Banner AP system (payable transactions only) and obtain the original invoice and supporting documents from the Accounts Payable department and:

a.
Determine if the transaction was a Department Order, Check Request, Purchase Order or Contract Payment.

b.
Verify that the information entered into Banner agrees with the invoice.


c.
Determine if the invoice was authorized by management as required by the university based on amount or other criteria .  Trace the authorization signature to documentation authorizing the signer.


d.
Determine the appropriateness of the expenditure.

e.
Determine if sales or use tax was paid or accrued appropriately.


f.
Determine if a discount was noted on the invoice, entered into the system and taken in a timely manner.


g.
Determine if the original invoice was maintained in the Accounts Payable Department according to policy.

h.
Determine if the processing departments accounts payable documents are maintained according to policy.

i.
If the transaction was a Department Order, Check Request or Purchase Order, determine if the transaction was appropriate according to university policy.

j.
Verify that the purchase order and invoice information agree and cost is within the university’s acceptable range.

k.
Determine if the Purchase Form (Requisition) is authorized by management.  Trace the authorization signature to documentation authorizing the signer.

l.
Determine if the purchase order was processed prior to the invoice date.

m.
If the transaction is for a contract payment, determine if a purchase order is on file, a valid, properly approved contract is on file and if the payment amount is in accordance with the contract provisions.
3.
Approval Process:
Review the University’s approval process for expenditures and expenses to determine if appropriate controls are in place to ensure signature authorities are properly verified by payment processors prior to invoice payment.

	
	


E.
Travel Related Transaction Testing
	Audit Step
	 Done

By
	WP

	Travel Expense Reimbursements:
1.   Review state law and the OFM SAAM to become familiar with the state regulations on travel expense reimbursements.  Review university policy and procedures and determine if they are sufficient to facilitate the administration of the travel expense reimbursement process as well as notify the employees of their responsibilities.  

2.   Select a sample of travel reimbursement payments for testing:

a.   Review the Travel Form and Travel Expense Voucher to determine if they were properly completed.

b.   Determine if the Travel Form and Travel Expense Voucher were authorized by management.  Trace the authorization signature to documentation authorizing the signer.

c.   Determine if all of the expenses noted on the Travel Expense Voucher were appropriate based on university policy & OFM rules. (Per Diem rates, mileage rates, lodging limits, receipts)

Travel Advances:

1.   Review state law and the OFM SAAM to become familiar with the state regulations on travel advances.  Review university policy and procedures and determine if they are sufficient to facilitate the administration of the travel advance process as well as notify the employees of their responsibilities.  Specifically, determine if the university’s policy describes a reasonable amount that advances may be written for.

2.   Select a sample of travel advances and determine:

a.   If proper documentation was submitted and if the documentation was approved by management.

b.   If the check was written more than 30 days prior to the travel.

c.   If the advance covered a period greater than 90 days.

d.   If the Travel Expense Voucher itemizing the travel was submitted on or before the 10th day following the month in which the advance was furnished.

e.   Compare the advance amount to the amount of actual expenses incurred by the employee to determine if the advanced amount was reasonable.

f.    If the expenses were appropriate per State and university policy.

g.   If the traveler’s expenses were less than the advance amount, determine if the traveler reimbursed the university for the un-expended portion at the close of the authorized travel period. 

h.   If the traveler defaulted in accounting for or repaying the advance, determine if the full unpaid amount was considered to be due and payable with 10% interest from the date of default until paid.

Travel Check Authentication and Duplicate Payments:

Select a sample of travel expense/advance checks from the preceding two testings: 
a.   Determine if the payee and amount information on the actual cancelled check agrees with the check register information.
b.   
Review the check register for other travel reimbursements for the traveler to determine if they may have obtained reimbursement more than once for the same expenditures.

	
	


F.
Coffee and Light Refreshments/Meals Transaction Testing
	Audit Step
	 Done By
	WP

	Select a sample of transactions from account # E263-Meals, Coffee & Light Refreshments and determine if:

a.   A Coffee & Light Refreshments/Meals with Meeting Authorization Request e-sign form is located in Accounts Payable.

b.   The request form is approved by proper level of management.  Verify the authorization with documentation authorizing the approvers.

e.   The purpose and condition of the event meets the criteria set by OFM SAAM Chapter 70 and university procedure PRO-0002.01.

c.   The request form is completed at least 5 working days before the event.

d.   A Catering Exemption Request form is completed and approved when necessary. 


	
	


G.
Vendor Setup, Maintenance and Validation
	Audit Step
	 Done By
	WP

	1.
Review the process for adding, changing, and deleting vendors from the vendor master file and determine if there are sufficient internal controls.  In addition, determine if a check can be cut to a vendor without adding the vendor to the vendor master list.

2.
Select a sample of vendors recently added to the vendor file and review the documentation for proper completion and approval

3.
Create or obtain a vendor master file, select a sample of vendors from the file and verify that they are legitimate vendors.  Highlight vendors with unique addresses such as P.O. Box, marina, or trailer park addresses.
4.
Create a report which merges all employee addresses in the Payroll system to vendor addresses in the AP system.  Select a sample of matching addresses and review recent accounts payable transactions to the vendors to determine the appropriateness of the payments.  Determine if there is a potential conflict of interest or outside consulting and if it has been properly disclosed.

5. Create a report noting all vendors without a Taxpayer Identification Number (TIN) in the AP system.  Determine the appropriateness of the lack of TIN, such as employees, contracted individuals, etc.
6. Create a report noting all potential duplicate vendor records.  

	
	


H.
Accounts Payable Check Creation & Distribution Processes
	Audit Step
	 Done By
	WP

	1.   Review the check creation process for risks and proper controls (including separation of duties), efficiency, and effectiveness.  
2.
Review and document the check distribution procedures (including procedures over undeliverable/returned checks).  Determine if there are sufficient internal controls.  

3.
Review for checks that are returned to the ordering department, proper bond levels of key processing and mail room staff and proper separation of duties.
4.  If any checks are distributed outside of the normal process, review the procedures for ensuring that the identity of the person is verified before the check is handed out.
5.  Review the Electronic Fund Transfer (EFT) process for risks and proper controls.

	
	


I.
Voided Checks
	Audit Step
	 Done By
	WP

	1.  Review and document the voided check procedures and evaluate if they are sufficient to mitigate the risks.

2.  Select a sample of voided checks and:

a.   Review the voided check to determine if it was properly voided (e.g. the on-line request form was authorized by the initiating department and approved by Accounting Services, the check was stamped “void” on face.)

c.   If the check is not present, determine if a stop payment was placed.

b.   Review the reason for voiding and determine if it is reasonable.

d.   Review system to determine if the check cleared the bank.


	
	


J.
Vendor Credits and Refunds
	Audit Step
	 Done By
	WP

	1.
Review and determine the adequacy of the procedures for processing and monitoring vendor credit memos and refund checks.
2.
Review the system to determine if there are outstanding debit memos.  Research any debit memos and evaluate the circumstances

3.
Trace a sample of refund checks through the receipting process and determine if they were processed appropriately.


	
	


K.
A/P Bank Account and General Ledger Reconciliations
	Audit Step
	 Done By
	WP

	1.
Review and document the bank reconciliation procedures to determine if they are appropriate to ensure an independent, timely review of the accounts payable bank account.  Review for best practice procedures, such as positive pay or reverse positive pay, for mitigating risks.

2.   Review current bank reconciliation documentation and:

a.   Determine if the documentation adequately supports the reconciliation and the appropriateness of the reconciling items.

b.   Review for dated outstanding items.  Research for appropriateness. 

	
	


L.
Management Information and Reports
	Audit Step
	Done By
	WP

	Review the management reports containing accounts payable information and determine if they provide sufficient information to meet the needs of management.  Discuss this issue with a sample of managers for their input.

	
	


M.
 System Security and System Backup
	Audit Step
	Done By
	WP

	1.   Review the procedures for setting up, changing and deleting individual access to the accounts payable and purchasing system functions and determine if they are sufficient to ensure that only those employees with a need have access to the system.  Determine the utilization of group versus individual ids.

2.   Obtain a list of all of the current users of the system and their levels of access. 

a.   Trace all users to Banner Human Resource reports or system to determine if they are still employed by the university. 

b.   Select a sample of employees and contact them to determine if they still require the noted level of access to the Accounts Payable and Purchasing system.  If they do not, determine the effective date of their job change.

3.   Determine if there is adequate separation between access to accounts payable and purchasing system functions.

4.  Review and document the back-up procedures for the AP data files in Banner.  Determine if the back-up process provides reasonable assurance that the system information is adequately backed up, including testing procedures.
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